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1. PROJECT SUMMARY

A. Background: The Congressional Directive

In FY 2001, Congress directed the U.S. Department of Housing and Urban
Development (HUD) to ensure that homeless programs using federal funds participate
in local systems to track the use of services and housing.! The Ventura County
Homeless Management Information System (VC HMIS) is a mandated database
system required by HUD for those receiving Federal or State government funding to
serve those who are experiencing homelessness or are at risk of homelessness.

VC HMIS programs include:

Homeless Assistance Programs under HEARTH
» Continuum of Care
1. Permanent Housing - (Permanent Supportive Housing)
2. Transitional Housing
3. Supportive Services Only

* Emergency Solutions Grant (ESG)
1. Emergency Shelter
2. Homeless Prevention
3. Rapid Re-Housing
4. Street Outreach

Non-HUD Funded Homeless Service Programs

Programs that receive other sources of funding may not be required to participate in VC
HMIS but are strongly encouraged to do so to contribute to a better understanding of
homelessness in our communities. Assembly Bill 977 requires grantees of specified
state homelessness programs to enter data into the local HMIS. More information on
AB 977 mandated programs is posted here: https://www.bcsh.ca.gov/calich/ab977.html

To follow Congress’ directive, HUD has told communities to assess their own needs
and select the HMIS software that best meets those needs. HUD has provided
substantial technical assistance to VC HMIS to support the planning process.

The VC HMIS is not connected to any federal or national data collection facility and data
is not passed electronically to any other national database for homeless or low-income
individuals. However, aggregate data is provided to the State of California Homeless
Data Integration System (HDIS).

! See HUD Strategy for Homeless Data Collection Conference Report (H.R. Report 106-988), which indicated that “local
jurisdictions should be collecting an array of data on homelessness in order to prevent duplicate counting of homeless persons and
to analyze their patterns of use of assistance, including how they enter and exit the homeless assistance system and the
effectiveness of the systems.

HUD is directed to take the lead in working with communities toward this end and to analyze jurisdictional data within three years.”
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B. Operating Procedures
Operating Procedures will provide specific policies and steps necessary to control the
operational environment and enforce compliance in the areas of:
1. Provider Participation
User Authorization
Collection of Client Data
Release of Client Data
Workstation Security
Training
Technical Support

Noohkwd

C. Organization: Ventura County HMIS (VC HMIS)

The County of Ventura Human Services Agency (HSA) is the lead agency that
administers VC HMIS on behalf of the Ventura County Continuum of Care (VC CoC)
Alliance and serves participating agencies who use this system as an integrated
network to collect, track, and report uniform information on client needs and services.
As the lead agency, HSA has the “responsibility to establish, support, and manage
VC HMIS in a manner that will meet HUD’s standards for minimum data quality,
privacy, security, and other requirements for organizations participating in VC HMIS.”

VC HMIS’s goal is to go beyond the HUD mandate of producing unduplicated
counts of homeless persons. Our charter is to provide a comprehensive case
management system that allows the Participating Agency User to draw on the
collected information to make informed program decisions.

D. Mission Statement & Vision

Mission: Our mission is to provide a comprehensive case management system to
advance the provision of quality services for homeless persons, improve data collection,
and promote more responsive policies to end homelessness in Ventura County.

VC HMIS is designed to be an integrated network of homeless and other service
providers that use a central database to collect, track and report uniform information
on client needs and services. This system will not only meet Federal requirements
but also enhance service planning and delivery.

Vision: To develop, implement and administer a countywide information
management system that collects client level data on homeless persons and those at
risk of homelessness (per the HEARTH Act Definition). This VC HMIS system will
generate reports, inform community service planning processes, increase service
delivery efficiencies and, with the client’'s consent, provide a mechanism to share
client needs for service among partnered agencies.
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E. Software

VC HMIS has chosen WellSky product for our HMIS. The modules that are supported
are:
» Community Services, which includes:
o Clients
Resources
Shelters
Activities
Scans
Calls
Eligibility

©O O OO0 oo

The software functionality tracks/records:

e Qutcome Management:

0 Households

Entry/Exit
Assessments
Measurements (Self Sufficiency Matrix)
Services
Goals
Referrals
Client Demographic Data Collection (HUD)
Client Case Management
Information and Referral Capabilities
Bed Maintenance, Tracking and Assignment Module
Customized Reporting Capability
Real Time Data Entry
Activities Management
Case Notes Management
Advanced Security Features

O OO0 000000 o000 Ooo

2. PARTICIPATION REQUIREMENTS

A. Adherence to Policies

All users and agency representatives must agree to the policies in this document in
order to participate in the VC HMIS. A signed agreement to do so is required of all
users and Participating Agencies. This section details technical, staffing assignments
and training that must be fulfilled prior to being granted access to the system.

The VC HMIS Policies and Procedures manual and all attachments may be amended

as needed at any time. Participating Agencies will be notified of any VC HMIS Policies
and Procedures manual changes.
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B. Onboarding New Agencies

All prospective agencies that are interested in participating in VC HMIS will first be
directed to the VC CoC. The VC CoC will conduct an initial consultation and

determine whether the prospective agency is eligible to participate. If determined
eligible, the VC CoC will review the Interest Application and then provide the
prospective agency with the VC CoC Alliance Memorandum of Understanding (MOU)
and membership application, determining whether they will participate as a VC HMIS
Provider or in the Alliance only. If it is determined that the prospective agency will
become a VC HMIS Provider, then the VC CoC will contact the VC HMIS team to
begin the onboarding process.

Upon approval and direction by the VC CoC, the VC HMIS team will schedule an
onboarding meeting with the new VC HMIS Provider Agency to provide an in-depth look
at the HMIS system, benefits of using VC HMIS, requirements for participation with VC
HMIS, and licensing information.

A. VC HMIS team will provide:

1. (3) proposed dates and times for scheduling an onboarding meeting with the
new VC HMIS Provider Agency

2. Demo of VC HMIS

3. HMIS Memorandum of Understanding (MOU)

4. Coordinated Entry System (CES) Program Eligibility Criteria Form (if
programs will be receiving referrals through CES/HMIS)

5. VC HMIS New User Form (must be completed for each user)

B. VC HMIS team will discuss with the new VC HMIS Provider Agency:
Project and workflow

Onboarding timeline

Program funding

Non-negotiable eligibility criteria

CES utilization

Services and Reporting

Number of VC HMIS users

Trainings offered

N WNE

Please refer to the Onboarding New VC HMIS Provider Agencies procedure for more
information.

C. Participation Agreements

Participating Agencies are those agencies that have been referred to the VC HMIS by
the VC CoC for the purposes of data entry, data editing and data reporting.
Relationships between the VC HMIS and Participating Agencies are governed by any
standing agency-specific agreements and/or contracts already in place. VC HMIS
manages the Partner Agency User Agreement (PAUA) and the contents of the VC
HMIS Policies and Procedures manual. All Participating Agencies are required to
abide by the policies and procedures outlined in this manual.
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Existing VC HMIS Provider Agency:
For participating agencies needing to add staff to the VC HMIS system, the
prospective staff members will need to complete the following prior to being granted
access to the VC HMIS:
1. Signed VC HMIS Partner Agency User Agreement (PAUA) by the staff
member
2. Signed VC HMIS Policies and Procedures Acknowledgement by the staff
member
3. Required trainings completed by the staff member

In addition, if additional licenses are required, the agency director or authorized
agency representative will need to request additional licenses by contacting VC HMIS
support.

Prior to obtaining access to the VC HMIS, every agency must adopt the following
documents:

* Ventura County Homeless Management Information System Partner Agency User
Agreement (PAUA) — The agreement made between the Participating Agency
User and the VC HMIS which outlines agency responsibilities regarding their
participation in the VC HMIS. This document is legally binding and encompasses
all state and federal laws relating to privacy protections and data sharing of client
specific information.

* Ventura County HMIS Client Informed Consent & Release of Information
Authorization (ROI) must be implemented and monitored by agencies and would
require clients to authorize in writing the entering and/or sharing of their personal
information electronically with other Participating Agencies throughout the VC
HMIS where applicable.

» Ventura County HMIS Client Rights and Explanation of Data Uses — Client
Information document to inform clients how their personal information is gathered
and entered into VC HMIS will be utilized for their benefit, should they agree to
provide it.

* Ventura County Privacy Notice (PN) — Document provided to inform client of the
purpose of VC HMIS and the requirement to gather personal information.

» Ventura County HMIS Revocation of Consent — In the event that a client previously
gave consent to share information in the VC HMIS and chooses at a later date to
revoke consent (either to enter or to share), a VC HMIS Client Revocation of
Consent to Release Information Form must be completed and kept on file.
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* Memorandum of Understanding (MOU) — The MOU confirms the responsibilities of
the VC HMIS and the Partner Agency for ongoing VC HMIS activities as defined in
the VC HMIS Policy and Procedures manual.

D. Technical Standards

The VC HMIS is responsible for each Participating Agency’s oversight and adherence
to the Technical Standards. All newly onboarded agencies will be subject to on-site
security assessments to validate compliance of the agency’s information security
protocols and technical standards. All existing agencies will complete a self-declaration
of remaining in compliance with these standards annually. On-site security
assessments will also review how the agency uses VC HMIS, including:

» Processes and workflow related to data entry, for service improvement
opportunities. (See Appendix IV for review item checklist).
* Compliance with the following Technology Standards:

Network
» High Speed internet access
o DSL, Cable, T1 Line, etc.
o No dial up connections

* Firewall
o0 Internet security suite recommended
= Anti-virus

= |ntrusion detection
= Quarantine
» Personal firewall at minimum
e Mobile devices
o WiFi recommended
0 4G or faster

Device/Hardware
* Windows XP (Windows 10 or higher recommended)
* Multicore processors
» 8 GB RAM recommended, 4 GB RAM minimum
e Video: 1024x768 minimum
* Firefox, Chrome, or Edge (most current version recommended)
* No Apple products, UNIX, Linux etc... (not supported)

E. Training

All VC HMIS Users must adhere to the HMIS user account management policy and
complete training appropriate to their functions as described in Section 5 of this
document prior to gaining access to the VC HMIS. Annual training is required for each
licensed user. Licensing renewal is dependent on completion of the annual training.
Additional training may be required if there are major system upgrades and/or
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regulatory changes. This additional training will be communicated as being mandatory
at the time that the training is established.

VC HMIS System Administrator will be trained to provide basic user follow-up training to
support agency staff using the VC HMIS. VC HMIS System Administrator trainers will
provide periodic refresher training for other users as needed.

Training Tracks include:
* VC HMIS User training (new and existing users)
* Reports training
» Coordinated Entry Training (Pathways to Home)
» Training related to system releases as necessary

F. Participation Fees

¢ ber i participation £ " | s listod

*Note: Participation fees were discontinued effective 10/01/2025.

*Note: Participation fees were discontinued effective 10/01/2025.

H. Non-Payment
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I. Continuous Improvement

Participating Agencies shall commit to continuous improvement in HMIS participation.
Agencies agree to work towards the best practice of:

1.

Enter client data within two business days whenever feasible

3. SYSTEM ROLES AND RESPONSIBILITIES
A. Ventura County HMIS Organization Chart

Definitions of System Roles and Responsibilities are located under Section 10:
Terminology.

VC CONTINUUM OF CARE

VC HMIS STEERING COMMITEE

VC HMIS ADMINISTRATOR-HSA

4. CLIENT RIGHTS
Clients served by agencies participating in the VC HMIS have the following rights:

A. Communication

1.
2.

3.

Clients have a right to privacy and confidentiality.
Clients have a right to not answer any questions unless entry into the Agency’s
program requires it.
Client information may not be shared without informed consent (posting of Privacy
Notice (PN) and Mandatory Collection Notice).
Every client has a right to an understandable explanation of the VC HMIS and
what “consent to participate” means. The explanation shall include:
a) Type of information collected
b) How the information will be used
¢) Under what circumstances the information will be used
d) That refusal to provide consent to collect information shall not be grounds
for refusing entry to the program.
e) A copy of the consent shall be given to the client upon request, and a
signed copy kept on file at the Participating Agency, if applicable.
f) A copy of the Privacy Notice (PN) shall be made available upon client
request.
g) A copy of the Statement of Client Rights shall be made available upon
client request.
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B. Participation Opt Out

Clients have a right not to have their personally identifiable information in the VC HMIS
shared outside the agency, and services cannot be refused if the client chooses to opt
out of participation in the VC HMIS. However, clients may be refused program entry for
not meeting other agency eligibility criteria.

In the event that a client previously gave consent to share information in the VC HMIS
and chooses at a later date to revoke consent (either to enter or to share), a VC HMIS
Client Revocation of Consent to Release Information Form must be completed
and kept on file.

C. Access to Records

A client has the right to request access to their personal information stored in the
VC HMIS from the authorized agency personnel. The agency, as the custodian of
the client data, has the responsibility to provide the client with the requested
information except where exempted by state and federal law.

When requested, a client has the right to:

1. View his or her own data contained within the VC HMIS; No client shall have access
to another client’s records within the VC HMIS. An agency may not share any
information about the client entered by other agencies beyond the agreed upon
shared data elements.

D. Grievances

The client has the right to file a grievance with an agency. All Participating Agencies
must have written grievance procedures that can be provided to a client on demand. If,
after following the grievance procedure, the grievance is not resolved, the complaint
may be escalated to the CoC Governing Body.

5. POLICIES FOR USERS & AGENCIES
A. User Access

User access will be granted only to those individuals whose job functions require
legitimate access to the VC HMIS. VC HMIS is currently for VC HMIS users entering
data into the system, (ie: case managers, agency administrators, and those accessing
reports). Each VC HMIS user will attend the appropriate training course, sign a
Participating Agency User Agreement (PAUA), and satisfy all the conditions herein
before being granted access to the VC HMIS.

Explanation: The Participating Agency will determine which of their employees need
access to the VC HMIS.

Identified users must:
» Attend the appropriate training course for their position. For example, if the user will

be case managing or entering client data, then the “New User” course would be
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appropriate, whereas if the person were only assigned to running reports, then the
“Report Viewer” course would be appropriate.

* Sign the Participating Agency User Agreement (PAUA) stating that he/she has
received training, will abide by the VC HMIS Policies and Procedures, will
appropriately maintain the confidentiality of client data, and will only collect, enter,
and retrieve data in the VC HMIS relevant to the delivery of services to people in
housing crisis that have signed a Release of Information, in the area served by the
VC HMIS Collaborative. Releases of Information are active for 1 year and must be
updated annually.

» The signed Participating Agency User Agreement (PAUA) must be provided to the
VC HMIS System Administrator prior to receipt of the user account.

B. User Activation

The VC HMIS System Administrator will provide unique usernames and passwords to
each Participating Agency user.

Explanation: Usernames will be unique for each user and will not be shared with other
users. The VC HMIS System Administrator will set up a unique username and
password for each user upon completion of training and receipt of the signed
Participating Agency User Agreement (PAUA) and the receipt of the signed
acknowledgement of the VC HMIS Policies and Procedures manual from each user via
Participating Agency management. The sharing of usernames will be considered a
breach of the Participating Agency User Agreement (PAUA) and will result in
termination of the user account.

C. Passwords

Passwords must be no less than eight and no more than sixteen characters in
length and must be alphanumeric upper and lower case with special
characters. The VC HMIS System Administrator will communicate passwords
directly to the user.

Forced Password Change (FPC): The FPC will occur every one hundred and
eighty (180) consecutive days. Passwords will expire and users will be prompted to
enter a new password. Users may not use the same password consecutively but
may use the same password more than once.

Unsuccessful logon: If a user unsuccessfully attempts to logon three times, the user
ID will be “locked out”, access permission revoked, and user will be unable to gain
access until their password is reset by the VC HMIS System Administrator in the
manner stated above.

D. User Levels

1. Case Manager: This group consists of case managers who provide the day-to-day
updating of client files. Case Managers will have access to all records located in
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Central Intake and in the Client folder, including Program Entry, Case Notes, Track
Savings, Assessments, Group Services, and Program EXxit.

2. Reports Only: This group includes any user at the agency who does not need to
have access to client information except in report form. These reports can be canned
(already built) reports, ad-hoc reports, and customized reports.

3. Agency Administrator: This group has all the access listed above, and additional
access to the Agency Folder, in which they will maintain agency set-up information
like program set-up, milestones, targets, and contracts/grants.

4. VC HMIS System Administrator: This group of top-level VC HMIS Administrators
supports all agencies within the Ventura County Continuum of Care and will have
access to every part of the VC HMIS in order to support users.

E. Confidentiality and Informed Consent

All Participating Agencies agree to abide by and uphold all privacy protection
standards established by the VC HMIS as well as their respective agency’s privacy
procedures. The Agency will also uphold relevant Federal and California State
confidentiality regulations and laws that protect client records, and the Agency will
only release program level client data with written consent by the client, or the client’s
guardian, unless otherwise provided for in the regulations or laws.

Explanation: Participating Agencies are required to develop procedures for
providing oral explanations to clients about the usage of a computerized HMIS and
are required to post a Mandatory Collection Notice and a Privacy Notice (PN) in
order to share Central Intake client information with other VC HMIS Participating
Agencies. HUD Data Standards provide guidance for Participating Agencies
regarding certain HMIS policies. However, in instances of conflict between state or
federal law and the HUD Data Standards, the state and/or federal law take
precedence.

Oral Explanation: All clients will be provided with an oral explanation stating their
information will be entered into a computerized record-keeping system. The
Participating Agency will provide an oral explanation of the VC HMIS and the terms of
consent. The agency is responsible for ensuring that this procedure takes place prior
to every client interview. The explanation must contain the following information, which
is also included in the Client Rights and Explanation of Data Uses.

 What VC HMIS is: A web-based information system that homeless service agencies
within the Ventura County Region use to capture information about the persons they
serve.

* Why Gather and Maintain Data: Data collection supports improved planning and
policies including determining whether desired outcomes were achieved and where
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more or other resources may be needed, identifying best and promising practices,
and identifying factors that support or hinder achievement of outcomes.

» Security: Only staff who work directly with clients or who have administrative
responsibilities can look at, enter, or edit client records.

» Privacy Protection: No program level information will be released to another agency
or individual without written consent; client has the right to not answer any question,
unless entry into a program requires it; client information is stored encrypted on a
central database and information that is transferred over the web is transferred
through a secure connection; client has the right to know who has added to, deleted,
or edited their VC HMIS record.

» Benefits for Clients: Facilitates streamlined referrals, coordinated services,
unduplicated intakes and access to essential services and housing for clients.

F. Data Quality

VC HMIS Users are responsible for ensuring VC HMIS Data Quality. Data quality
refers to the timeliness, accuracy and completeness of information collected and
reported in VC HMIS. All Participating Agencies agree to enter, at a minimum, the VC
HMIS required data elements and review data quality reports independently monthly
and at a minimum on a quarterly basis.

Explanation: Participating Agencies will collect as much relevant client data as
possible for the purposes of providing services to that client. The Participating Agency
agrees to input the collected data within two business days whenever feasible
following initial client contact. The Participating Agency agrees to the data collection
commitment by signing the HMIS Memorandum of Understanding (MOU) and is
responsible for updating client’s records as needed. The VC HMIS System
Administrators will run quarterly data quality reports. Any errors (including blank entries)
will be reported to the Agency Administrator. When errors have been discovered, users
will be required to correct any errors. Monitoring by the VC CoC will occur to ensure the
successful correction of data entry errors and processes. Users may be required to
attend additional training as needed.

» The Participating Agency shall only enter individuals in the VC HMIS that exist as
clients under the Agency’s jurisdiction. The Participating Agency shall not
misrepresent its client base in the VC HMIS by entering known inaccurate
information.

* The Participating Agency will not alter information in the VC HMIS that is entered
by another Agency with known inaccurate information.

» The Participating Agency shall not include profanity or offensive language in the VC
HMIS.

» The Participating Agency shall utilize the VC HMIS for business purposes only.

* The transmission of material in violation of any federal or California State regulations
is prohibited. This includes, but is not limited to, copyright material, material legally
judged to be threatening or obscene, and material considered protected by trade
secrets.
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* The Participating Agency shall not use the VC HMIS with intent to defraud federal,
state or local governments, individuals or entities, or to conduct any illegal activity.

The VC HMIS Program Manager may request that the local CoC Governing Body
sanction any user and/or Participating Agency found to be in violation of the
requirements of this section. If necessary, sanctions by the local CoC include, but are
not limited to:

» A formal letter of warning to the Agency
e Suspension of system privileges
» Revocation of system privileges

The Participating Agency or End User has the right to file a Grievance regarding
Sanctions from the VC HMIS Program Manager/CoC Governing Body. The VC HMIS
Steering Committee will review the grievance, research the nature of the infraction, and
will respond to the grievant within 30 days.

G. Data Use by Ventura County HMIS

The Continuum within the Ventura County HMIS shall have access to its respective
agencies’ client data contained within the VC HMIS.

Explanation: For the purposes of system administration, user support, and program
compliance, VC HMIS will use the data contained within the VC HMIS for analytical
purposes only and will not disseminate client level data. The Ventura County
Continuum of Care may release aggregate data contained within the VC HMIS for
research and regional reporting purposes only. The Partner Agency User
Agreement (PAUA) must be signed by all VC HMIS System Administrators.

H. Data Use by Vendor

The Vendor and its authorized subcontractor(s) shall not use or disseminate data
contained within the VC HMIS.

Explanation: To enforce information security protocols and to ensure that VC HMIS
data is used only with explicit permission and if permission is granted, will only be
used in the context of interpreting data for research and for system troubleshooting
purposes, the contract signed by the VC HMIS Lead Agency and the software
vendor contains language that prohibits access to VC HMIS data.

|. Data Use by Agency

Data contained in the VC HMIS will only be used to support the delivery of services to
at risk and homeless clients in the Ventura County (VC) areas. Each VC HMIS User
will affirm the principles of ethical data use and client confidentiality as noted below
and contained in the Partner Agency User Agreement.
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Explanation: As the guardians entrusted with client personal data, VC HMIS Users
have a moral and legal obligation to ensure that the data they collect is being
gathered, accessed and used appropriately. It is also the responsibility of each user to
ensure that client data is only used to the ends to which it was collected, ends that
have been made explicit to clients and are consistent with the mission of the agency
and the VC HMIS to assist families and individuals to resolve their housing crisis.
Proper user training, adherence to the VC HMIS Policies and Procedures manual,
and a clear understanding of client confidentiality are vital to achieving these goals.
All VC HMIS Users will sign a Partner Agency User Agreement before being given
access to the system. Any individual or Participating Agency misusing or attempting
to misuse the VC HMIS data can be denied access to VC HMIS. Sanctions exist if
users violate any laws related to client confidentiality, as outlined in Section 8:
Violations.

CONFLICT OF INTEREST
“Conflict of interest” is generally defined as any activity or relationship which is or may
be in conflict with an employee’s job duties or this agency’s interest.

Conflict of interest may occur when agency employees have economic, familial, or
social relationships with applicants or recipients of public assistance or services.
Employees are to exercise care when advising friends, relatives, or business
acquaintances of eligibility and/or related processes to avoid providing information,
which may lead to potential circumvention of established processes.

It is this agency’s policy that employees shall not have access to their own records or
those of any friend, relative, business relation, personal acquaintance, or any other
individual whose relationship could reasonably appear to influence their conduct or
performance on the job. Access includes, but is not limited to, determining eligibility
for assistance, accessing or transmitting computer data, and physical possession of
case files and/or requesting the release of confidential information from other agency
employees without having been designated as an authorized representative in
accordance with applicable program procedures.

If a VC HMIS user has a conflict of interest:
1. VC HMIS user is to notify their direct supervisor.
2. Agency supervisor/director notifies VC HMIS Administration
a. If VC HMIS user has access to their own records, the
Supervisor/Director can inform them that their record can be closed
and/or revoke their data sharing in VC HMIS.

J. Maintenance of Onsite Computer Equipment

Participating Agencies commit to a reasonable program of data storage and equipment
maintenance in order to sustain an efficient level of system operation. Participating
Agencies must meet the technical standards for minimum computer equipment
configuration; internet connectivity, antivirus and firewall.
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Explanation: The Participating Agency Leadership designee will be responsible for the
maintenance and disposal of on-site computer equipment and data used for
participation in the VC HMIS including the following:
1. Computer Equipment: The Participating Agency is responsible for maintenance
of onsite computer equipment. This includes the following:
» Purchase of and upgrades to all existing and new computer equipment for
utilization in the VC HMIS.
* Workstation(s) accessing the VC HMIS must have a locking, password-
protected screen saver.
» Allworkstations and computer hardware (including agency network equipment)
must be stored in a secure location (locked office area).

2. Data Storage: The Participating Agency agrees to only download and store data
in a secure environment and to adhere to the U.S. Department of Housing and
Urban Development’'s (HUD) Double Lock Rule (DLR) for HMIS data security,
ensuring that all physical documents containing Protected Personal Information
(PPI1) and Personally Identifiable Information (PIl) are securely stored in a locked
container (e.g., filing cabinet) situated within a locked room or office. All digital
files containing Protected Personal Information (PPI) and Personally Identifiable
Information (PI1) will be stored on a password protected device and that device
will be kept physically secured (e.g., in a trunk or locked office). Refer to Section
2.C: Technical Standards for more information.

3. Teleworking: The same rules apply for those that are teleworking. All PPI and
PIl should be stored as stated above. In addition, when documents are out in the
open and when discussions are being had on the phone or in person regarding a
client, be aware of your surroundings to maintain confidentiality.

4. Email: When sending email that contains any Protected Personal Information
(PP1) or Personally Identifiable Information (PlI), it should be sent securely, in an
encrypted message.

5. Data Disposal: The Participating Agency agrees to dispose of all documents
containing Protected Personal Information (PPI) and Personally Identifiable
Information (PIl) by shredding paper records and permanently deleting any client
information from any data storage medium prior to the transfer, repurposing, or
disposal of equipment. This includes but is not limited to tablets, smartphones,
internal hard drives and solid-state drives (SSDs) of desktop computers, laptops,
and servers, as well as external storage devices such as USB flash drives,
external hard drives, SD cards, e.g., CDs and DVDs), and any other portable or
removable media.
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K. Downloading of Data

VC HMIS Users will maintain the security of any client data extracted from the VC
HMIS and stored locally, including all data contained in custom reports. VC HMIS
Users may not electronically transmit unencrypted client data across a public network.

Explanation: To ensure that the VC HMIS is a confidential and secure environment,
data extracted from the VC HMIS and stored locally will be stored in a secure location
and will not be transmitted outside of the private local area network unless it is properly
protected. Security questions can be addressed to the VC HMIS System Administrator.
Any Personally Identifiable Information (PII) will not be distributed through email, unless
sent through an encrypted and secured messaging system.

L. Data Sharing

Data within the system will be shared based upon the level of consent designated by
the client within the VC HMIS. A client may choose to limit the period of time for which
their data will be shared. The following data elements will be shared amongst
participating providers (with the exception of Runaway Homeless Youth; no RHY data
will be shared):

* Assessments (dynamic data elements)

» Action Steps

* Case Manager

» Case Plans

* Client data

* Entry/Exit data

* File Attachments

* Goals

* Incidents

* Measurement Tools

* Needs/Services

Explanation: Data sharing refers to the sharing of information between Participating
Agencies for the coordination of case management and client service delivery. Specific
data elements to be shared are limited to those as outlined in HMIS Data and Technical
Standards Final Notice — (69 FR 146), as revised in HMIS Data Standards Revised
Notice-March 2010, Section 1.6. This includes Universal Data Elements, Household
Demographics, Employment and Education Information.

Program level information in either electronic or paper form will never be shared outside
of the originating agency without written client consent. Information that is shared with
written consent will only be used for the purpose of service delivery. End users found to
be sharing program level client data without written consent will have their access
terminated.

Protocol for data corrections or modifications: When VC HMIS data needs to be
modified, the Viewing Agency shall contact the Creating Agency directly to report the
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discrepancy and request the required correction/modification. The Viewing Agency will
do the necessary follow-up with the Creating Agency to confirm that the requested
corrections are made.

Creating agency: The creating agency refers to the agency creating the client record,
entry/exit, needs/services, case plans, etc. The creating agency is responsible for their
data.

Viewing agency: The viewing agency refers to the agency reviewing client data. While
the viewing agency has access rights in VC HMIS to edit data, best practice is not to
modify other providers’ data.

Data entry and modifications are tracked and may be periodically reviewed or
monitored in order to safeguard data quality and data integrity. In the event a project or
provider is unable to make necessary changes within the system, the VC HMIS System
Administrator is authorized to make them. This will only be done when a project has
been closed and there are no licensed users available to make the necessary changes.

M. Data Release

Aggregate level (client de-identified) data may be released by Agencies, the Ventura
County Continuum of Care and/or by the Ventura County HMIS under certain criteria.
Client-level data may only be released by written consent from the client for a specified
purpose.

Explanation: Data release refers to the dissemination of aggregate and/or client-level
information for statistical, analytical, reporting, advocacy, regional needs assessment,
trend analysis, etc.

1. Agency Release: Each Participating Agency owns all data it enters into the VC
HMIS. The agency may not release any client level information without the express
written consent of the client. Agencies may release program and/or aggregate level
data for all clients to whom the agency provided services with the express written
permission of the CoC or assigned authorized entity. No individual client data will
be provided to any group or individual that is neither the Participating Agency that
entered the data nor the client without proper authorization or consent by the client.
This consent includes the express written authorization for each individual or group
requiring access to the client’s data.

2. Ventura County Continuum of Care Release: The Ventura County Continuum of
Care (VC CoC) may release aggregate information about the Continuum at the
program, sub-regional and regional level. Continuum level aggregate data may be
released without agency permission at the discretion of the agency’s continuum.
The VC HMIS will not release agency- or client- specific data to outside groups or
individuals.
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3. Ventura County HMIS Release: Ventura County HMIS, with the consent of the
CoC, will develop an annual release of aggregate data in a summary report format,
which will be the standard response for all requests for collaborative data. The
Ventura County HMIS will not release agency- or client- specific data to outside
groups or individuals.

N. Agency Customization

A Participating Agency will have the ability to request system customization at the
Agency level to reflect the data collection needs for their specific program(s). The VC
HMIS contains certain fields that can be tailored at no cost to the agency.

Explanation: Participating Agencies have some ability to customize VC HMIS fields to
meet the specific needs of their program at the discretion of the Ventura County
Continuum of Care (VC CoC). At the request of the Agency Administrator, the VC
HMIS System Administrator will evaluate the request and implement the changes as
warranted.

6. TECHNICAL SUPPORT AND SYSTEM AVAILABILITY
A. Technical Support

The Ventura County HMIS will provide technical support to all Agency Administrators
and VC HMIS Users as needed.

Technical Support Hours: 8:00 a.m. —5:00 p.m. (PST), Monday through Friday
(Excluding Holidays). Staff will respond in a timely manner to any requests for support
made during the above hours.

For technical support, please contact:
Ventura County HMIS telephone number: (805) 477-5156
Ventura County HMIS email: HMIS-Support@venturacounty.gov

Assistance will be provided in the following areas:

» Help Desk Support: Help Desk support is provided to help VC HMIS users access
and utilize the VC HMIS application.

» Training: User training is offered monthly, and Report training is offered quarterly.
New users will receive an email with instructions for participating in training. Existing
users may self-register through HSA Café/Cornerstone to participate in training.

» System Customization: VC HMIS can provide limited customization of assessments
upon request by the agency.

* Reporting: Training and technical assistance in accessing standardized reports and
the creation of ad hoc (custom) reports.

» Data Analysis: Interpreting reports.

Additional costs may apply in the following areas:

» System Customization: Agency-specific customization requests.

* Reporting: Agency-specific customized reports.
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» Data Conversion: Assist in the development of a data conversion/migration plan and
provide support in data conversion/migration implementation.
« Data Analysis: Extensive analysis of agency’s data.

Requests should be delineated as follows:

Technical Assistance Flow Chart
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B. System Availability and Scheduled Maintenance
The Ventura County HMIS will be available to users at a minimum of 97.5% of the year.

Explanation: Necessary downtime for VC HMIS upgrades and patches will be
communicated by VC HMIS System Administrators system-wide and performed in the
late hours when possible.

C. Unplanned Interruption to Service

In the event of unplanned interruption to service, VC HMIS System Administrators will
notify all Participating Agencies as soon as possible.

Explanation: When an event occurs that makes VC HMIS inaccessible, the VC HMIS
System Administrator will analyze and determine the problem. In the event it is
determined that VC HMIS accessibility is disabled system wide, then the VC HMIS
System Administrators will work with the software vendor to repair the problem. Within
two hours of problem awareness, Participating Agencies will be informed of the
estimated system availability. VC HMIS System Administrators will notify Participating
Agencies via e-mail when service has resumed.

D. Conversion of Existing Data

Data migration from legacy systems is allowed upon approval from the local VC HMIS
System Administrators. Migrated data must be non-duplicated and an exact match to

the existing HMIS field type. The Participating Agency is responsible for the accuracy,
completeness and quality of the migrated data.
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Explanation: Data migration (or conversion) is the one-time process of transferring
data from any existing system to the Ventura County HMIS. Upon transfer, the
agency abandons its existing system and uses Ventura County HMIS for recording all
client-related data.

The Agency’s existing system must be an ODBC-compliant database platform in order
for migration to be possible. The VC HMIS System Administrator can help the Agency
determine the ODBC compatibility for any legacy systems. Only data that is an exact
match with VC HMIS data fields may be migrated. Data must be unduplicated prior to
data migration. All required fields in the VC HMIS are required for migration. A data
dictionary will be provided upon request. This activity is provided by the System
Vendor and will incur an additional cost. Cost will be determined prior to the service
being rendered and will be agreed upon by requesting Agency, CoC Lead and
Program Manager.

If the agency’s data cannot be migrated, manual conversion (data entry by the agency’s
personnel) may be necessary to move data from legacy systems into the Ventura
County HMIS.

E. Technology Innovation
HMIS Administration shall pursue technology enhancements including:

1. Review of device compatibility standards to ensure equitable access. These
innovations will improve usability, security, and accessibility.

7. SYSTEM ARCHITECTURE & SECURITY
A. Password Management Procedure

An VC HMIS End User must notify the Agency Administrator or VC HMIS System
Administrator immediately upon realization that his or her password has been lost,
forgotten or made public to others. The Agency Administrator is responsible for
notification of password breach to the VC HMIS System Administrator. Upon
notification, the VC HMIS System Administrator will immediately reset the user’s
password. A new VC HMIS End User will not receive an initial password without
training.

Explanation: The VC HMIS System Administrator will reset the user password. The new

password will be valid from the time of the reset until the next logon.

» Passwords need to be 8 characters minimum and contain a number, upper and
lowercase letters, and 1 or more special characters.

» Passwords expire after 60 days (after expiration interval the user is required to provide
a new password upon logon).

» Passwords cannot be reused consecutively.

* If system is dormant for 20 minutes, user will be forced to log back in.
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B. Virus Protection

Agency Responsibilities: All Participating Agency computers and networks must have
up-to-date anti-virus software.

Explanation: All Participating Agency computers should be protected by anti-virus
software. The anti-virus software should be updated regularly to maintain maximum
protection from the most recently released viruses.

C. Backup and Recovery Procedures

Ventura County HMIS is routinely backed up and saved to redundant systems by the
vendor pursuant to the contract term and agreement to prevent loss of data.

D. Auditing and Monitoring

VC HMIS System Administrators have access to activity logs of changes made to the
information contained within the database by end users. VC HMIS System
Administrators can upon request or notice of suspicious/questionable behavior monitor
access to the system by an end user that could potentially reveal a violation of
information security protocols. Any request for auditing and monitoring will be evaluated
for justification, investigated, and kept confidential.

E. Security Best Practices
Beyond HUD minimum requirements, HMIS Administration shall:

1. Conduct an annual external security audit.
2. Provide role-specific training tracks tied to HUD Data Standards updates. These
practices strengthen community trust and ensure system resilience.

8. VIOLATIONS

A. Right to Deny Access

The VC HMIS System Administrator has the right to deny user access to the VC HMIS if
an end user has violated any of the policies in this document. Any user or Participating
Agency suspected of violating a policy may be subject to suspension of VC HMIS
privileges until the violation can be resolved.

Explanation: If deemed necessary for the immediate security and safety of Ventura
County HMIS data, the VC HMIS System Administrator has the right to deny or revoke
user access to VC HMIS. The VC HMIS System Administrator will report access
revocations to the VC HMIS Program Manager. The VC HMIS Program Manager will
report all revocations to the CoC, VC HMIS Steering Committee and the Participating
Agency.

B. Reporting a Violation

VC HMIS Users should report any suspected or alleged privacy or security violations to
the VC HMIS System Administrator immediately.
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Explanation: All VC HMIS Users are obligated to report suspected instances of
noncompliance. For the Agencies that have an Agency Administrator, users should
report security violations to the Agency Administrator first and then the Agency
Administrator has the responsibility of providing that information to the VC HMIS
System Administrator. If the Agency does not have an Agency Administrator, then the
VC HMIS User is to report violations to the VC HMIS System Administrator directly.

C. Possible Sanctions

The VC HMIS Program Manager may request that the local CoC Governing Body
sanction any user and/or Participating Agency found to be in violation of the privacy
and/or security protocols.

Sanctions by the local CoC include, but are not limited to:
» A formal letter of reprimand
» Suspension of system privileges
* Revocation of system privileges
» Recommendation for corrective action for employee
» Referral for potential criminal prosecution

D. Restorative Practices

Prior to CoC sanctions, HMIS Administration shall offer coaching to agencies and
users.

9. GRIEVANCES
A. Client Grievance Process

Clients will contact the Participating Agency with which they have a grievance for
resolution of VC HMIS problems. Participating Agencies will report all client grievances
to the local CoC Governing Body.

Explanation: Each Participating Agency is responsible for answering questions and
responding to grievances from their own clients regarding the VC HMIS. After client has
brought a VC HMIS-related complaint to the Participating Agency, the Participating
Agency must have a process to respond to the complaint. The Participating Agency will
provide a copy of the portion of the VC HMIS Policies and Procedures and the Client
Revocation of Consent to Release Information to the client.

The Participating Agency must keep all grievances and responses on file at the agency
site. The Participating Agency will send written notice of the grievance and response to
the grievance to the local CoC Governing Body. The VC HMIS System Administrator will
record all grievances and report them to the VC HMIS Steering Committee. Appropriate
action will be taken as required by the local CoC Governing Body.

The CoC has overall responsibility for their local VC HMIS effectiveness and will
respond if users and/or Participating Agencies fail to follow the terms set forth in the
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VC HMIS Policies and Procedures manual, Agency Agreements, and User
Agreement or if a breach of client confidentiality or the intentional misuse of client
data occurs.

B. Agency Grievance Process

Participating Agencies will report all agency-generated VC HMIS-related grievances to
the local CoC Governing Body. If the grievance is related to a problem with the VC
HMIS, it must be reported to the VC HMIS System Administrator. Corrective action will
be taken if system-wide changes are warranted.

Explanation: In order for the VC HMIS to serve as an adequate tool for agencies and
provide a more accurate picture of our region’s homelessness, any grievances related
to problems with the VC HMIS must be addressed by the agency in conjunction with the
CoC Governing Body with the goal of affecting systemic change where necessary. The
local CoC will report grievance problems to the VC HMIS Administrator. If system-wide
changes are warranted for a corrective action, it will be forwarded to the VC HMIS
Steering Committee for approval.

The Participating Agency or End User has the right to file a Grievance regarding
Sanctions from the VC HMIS Program Manager/CoC Governing Body. The VC HMIS
Steering Committee will review the grievance, research the nature of the infraction, and
will respond to the grievant within 30 days.

10. TERMINOLOGY

Agency Administrator: The person responsible for some system administration at the
agency level. Responsibilities include informing VC HMIS System Administration of the
need to add and delete users, basic troubleshooting, and escalation of issues to their
VC HMIS System Administrator. This person is the agency user’s first line of contact
for VC HMIS issues.

Aggregate Data: Data with identifying elements removed and concentrated at a central
server. Aggregate data are used for analytical purposes and reporting.

Anti-Virus Software: Programs to detect and remove computer viruses. The anti-virus
software should always include a regular update service allowing it to keep up with the
latest viruses as they are released.

Auditing: The process of systematically recording and reviewing system activities to
ensure compliance, security, and accountability. It typically involves maintaining logs of
user actions, access events, and system changes.

Cable: A type of modem that allows people to access the Internet via their cable
television service.
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Continuum of Care (CoC): Refers to the range of services (outreach, emergency
transitional and permanent housing and supportive services) available to assist people
out of homelessness.

CoC Governing Body: The entity responsible for policy decisions for a Continuum of
Care system.

Database: An electronic system for organizing data so it can easily be searched and
retrieved. The data within the VC HMIS is accessible through the web-based interface.

Digital Subscriber Line (DSL): A digital telecommunications protocol designed to
allow high-speed data communication over the existing copper telephone lines.

Encryption: Conversion of plain text into encrypted data by scrambling it using a code
that masks the meaning of the data to any unauthorized viewer. Encrypted data are
not readable unless they are converted back into plan text via decryption.

Firewall: A method of controlling access to a private network, to provide security of
data. Firewalls can use software, hardware, or a combination of both to control access.

HMIS: Homeless Management Information System. This is a generic term for any
System used to manage data about the use of homeless services.

VC HMIS Steering Committee: Meets Quarterly, on the third Wednesday, via MS
Teams. The goal of the meeting is to provide the committee with updates related to
VC HMIS utilization, HMIS HUD updates, and approve matters affecting the VC HMIS
community.

VC HMIS System Administrator: The person(s) with the highest level of user
access. This user has full access to all user and administrative functions in the CoC
and will serve as the liaison between Participating Agencies and the vendor. There is
at least one VC HMIS System Administrator in each CoC.

VC HMIS User: A person who has a unique user identification (ID) and directly
accesses VC HMIS to assist in data collection, reporting or administration as part of
their job function in homeless service delivery. Users are classified as either system
users who perform administration functions at the system or aggregate level or agency
users who perform functions at the agency level.

Host: A computer system or organization that plays a central role providing data
storage and/or application services for HMIS.

Internet: A set of interconnected networks that form the basis for the World Wide Web.
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Internet Protocol Address (IP Address): A unique address assigned to a user’s
connection based on the TCP/IP network. The Internet address is usually expressed
in dot notation, e.g.: 128.121.4.5.

Internet Service Provider (ISP): A company that provides individuals or organizations
with access to the internet.

Local Area Network (LAN): A network that is geographically limited, allowing easy
interconnection of computers within offices or buildings.

Monitoring: Observation of system performance and user behavior to detect issues,
anomalies, or unauthorized activities in real time or through regular reviews.

Network: Several computers connected to each other.

Network Address Translation (NAT) is the translation of an Internet Protocol
address (IP address) used within one network to a different IP address known within
another network. One network is designated the inside network, and the other is the
outside. Typically, a company maps its local inside network addresses to one or more
global outside IP addresses and unmaps the global IP addresses on incoming packets
back into local IP addresses. This helps ensure security since each outgoing or
incoming request must go through a translation process that also offers the
opportunity to qualify or authenticate the request or match it to a previous request.
NAT also conserves on the number of global IP addresses that a company needs, and
it lets the company use a single IP address in its communication with the world.

On-site: The location that uses the HMIS and provides services to at-risk and
homeless clients.

Participating Agency: An agency, organization, or group that has a current, signed
HMIS MOU on file.

HMIS Agency Agreement with their respective CoC Governing Body.

Program Level Data: Client information collected during the course of the client’s
program enrollment, including the following system screens:

Program Entry, Services Provided, Client Profile, Case Notes, Track Savings, Bed

Assignments, Bed Maintenance, Daily Services, Sessions, and Program EXxit.

Real-Time: Data that is processed and available to other users as it is entered into the
system.

Server: A computer that provides a service for other computers connected to it via a
network. Servers can host and send files, data or programs to client computers.
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T1 Line: Communication line that can carry voice or data at transmission speeds that
are 25 times the speed of a modem.

Transmission Control Protocol/Internet Protocol (TCP/IP): The protocol that
enables two or more computers to establish a connection via the internet.

User ID: The unique identifier assigned to an authorized HMIS User.
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11. ACKNOWLEDGEMENT

| acknowledge that | have received a written copy of the Ventura County HMIS
Policies and Procedures. | understand the terms of the Ventura County HMIS
Policies and Procedures and | agree to abide by them. | understand that any
violation of the policies or procedures could lead to CoC sanctions or even criminal
prosecution.

Agency Name:

Printed Name:

Signature:

Date:
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